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ADVPN Troubleshooting: 
 

Overlay Local IP and Remote IP 

 
 

 
 

Tunnel to Hub and shortcut Tunnels 

 
 

Tunnels Summary 
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Tunnel to towards the spoke 

 
 

Tunnel to towards the Hub 
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Shortcut Tunnel towards spoke  

 
 

Verify the BGP Peers 

 
 

Verify BGP Table 
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Start ADVPN Debugs 

diagnose vpn ike gateway flush 

diagnose debug console timestamp enable 

diagnose vpn ike log filter clear 

diagnose vpn ike log filter mdst-addr4 192.168.1.1 192.168.5.1 

diagnose debug application ike -1 

diagnose debug enable 

Stop ADVPN Debugs 

diagnose debug reset 
 

Start BGP Debugs 

diag debug reset 

diag debug console timestamp enable 

diag ip router bgp all enable 

diag ip router bgp level info 

diag debug enable 

Stop BGP Debugs 

diag ip router bgp all disable 

diag debug disable 
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Verification Commands  

HQ-FW# diagnose vpn tunnel list 

DC-FW# diagnose vpn tunnel list 

BR-FW# diagnose vpn tunnel list 

HQ-FW# get router info routing-table bgp 

HQ-FW# diagnose ip address list | grep advpn 

BR-FW# diagnose ip address list | grep advpn 

DC-FW# diagnose ip address list |grep advpn 

BR-FW# diagnose vpn ike gateway list 

BR-FW# get router info bgp summary 

BR-FW# get router info bgp network 

DC-FW# get router info bgp network 

HQ-FW# get router info bgp network 

DC-FW # diagnose vpn tunnel flush advpn_0  

DC-FW # show vpn ipsec phase1-interface 

DC-FW # show vpn ipsec phase2-interface 

DC-FW # diag vpn ike gateway list 

DC-FW # diag vpn ike gateway 
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